
Safe Online Practices (Checklist) 

The Internet has become one of the most essential utilities for our day to day work. When 
you connect to the Internet and start communicating with web sites or other users, you 
face a risk. In order to minimize this risk, you need to follow some best practices. This is a 
simple guideline (checklist) you must verify before connecting to the Internet.  

• Keep your operating system current with patches and updates.  

• Install anti-virus software and update regularly.  

• Use a Spyware removal tool 

• Enable the internet firewall or install a third party personal firewall. 

• Verify your security settings in browsers and networking 

• Be aware when visiting sites of questionable content, or avoid such sites entirely.  

• Do not download from a non secure web site. Whenever possible download from the company 
web site that has developed the program/application. 

• Close pop-up windows by selecting the, "X," button in the upper right-hand corner, rather than any 
other embedded icons.  

• Monitor your child's use of the Internet. Consider using blocking software to keep children from 
questionable sites (e.g., adult content, gambling).  

• Be wary of any unusual icons on your PC. 

• Unplug phone connections when a modem is not in use.  

• Raise the volume level of your modem so that you are aware of a redial.  

• Ensure that Internet dial-up access numbers are on your local telephone plan and delete unknown 
access numbers.  

• Turn off your computer and modem when they are not in use.  

• Thoroughly examine your telephone bills and contact your telecom service provider about 
suspicious charges; they may already have precautions in place to help avoid unauthorized calls.  

Disclaimer 

The information contained in this website is for general information purposes only. Sri Lanka Telecom (SLT) is not 
responsible for, and expressly disclaims all liability for, damages of any kind arising out of use, reference to, or 
reliance on any information contained  in this site,  While the information contained within the site is periodically 
updated and SLT endeavour to keep the information up to date and correct, we make no representations or 
warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability or availability 
with respect to the website or the information, products, services, or related graphics contained on the website for 
any purpose.  

Although this document may include links providing direct access to other internet resources, including websites, 
SLT have no control over the nature, content and availability of those sites. SLT is not responsible for the accuracy 
or content of information contained in those websites and the Customer is solely responsible for all information 
retrieved, stored and transmitted through the use of such websites.   

SLT shall not, under any circumstance whatsoever, be liable for any loss or damage directly or indirectly sustained 
by the Customer or its  licensees or agents and others holding under the Customer arising from loss of data or 
profits arising out of , or in connection with the use of this website or for any loss or damage due to the reason of 
any failure, breakdown or interruption to the website, notwithstanding the cause of such failure, breakdown or 
interruption and however long it shall last..  


